8 How loinstall RTE 3.657

How to install RTE3.65 ?

(1] Open eToken folder from the Retail CD and double click on
RTE_3.65

(2] Click Next

P E eToken Run Tine Favisanment 265 Sehup - o : ‘]ﬂ_&!

Welcome to the eToken Run
Time Environment 3.65
Installation Wizard

The Setup Wizard will install aToken Run Tima
Environment 3.65 on your computer.

Click Next 10 continus or Cancel to exit the Setup
Wizard.

&

e i

Q Select | accept the license agreement and click Next

| EndUser License Agreement t .
E Pleasa read the folowing icense agreement carsfully eTO e n
| Sor My Yo eXscurey
i ALADDIN KNOWLEDGE SYSTEMS LTD. 3

«TOKEN ENTERPRISE END USER LICENSE AGREEMENT

IMPORTANT INFORBIATION - PLEASE READ THIS AGREEMENT
CAREFULLY BEFORE OPENING THE PACKAGE AND/OR USING

E CONTENTS THEREOF AND/OR BEFORE DOWNLOADING OR
INSTALLING THE SOFTWARE PROGRAM. ALL ORDERS FOR AND
USE OF THE ¢TOKEN ENTERPRISE PRODUCTS (including without
hmnanm. ibranies, utlites, diskettes, CD-ROM, eToken™ keys and the
[recompanying techoical do ) (b fter “Product”) SUPPLIED ;|‘

e & | aotepk the foss agresment S
1 do oot apoept e fosrim agesment




B How td insta/l RTE 3. 55? | How to change eToken Password?

®  Click Next

Whatis the defauit passw i

Pl e Toker Ean T Enviconnient. .65 Setup

! Ready to natall the Application
Cick Next to begin instaliation

All eTokens are configured at manufacture with the factory
, default password.

The password is 1234567890

“ To ensure strong, two-factor security, and to enable full user

\ functionality, it is important that the user changes the factory
default password to an eToken password of the user's own
choice, as soon as the new eToken is received.

For this reason, the user is forced to change the default

© Click Finish

/7 ub e o B Eirvronnment 365 Setup Rt
eToken Run Time Environment
3.65 has been successfully

Installed.
Chick the Finish buton to exit this instalation.

RTE

< Lotk ! Finish l Lot }

RTE 3.65 has been successfully installed.

............ END OF PROCESS

password the firsttime the eToken is used.

How to change the passwi

o Insert the eToken in the USB port of the computer.
Click Start > programs> eToken> eToken properties

Click Change Password

SeTuken Progertics

eToken.

. aToken [PROY
g“"” ' Chonge pakond., I Raname cYoken. ., j b ST l
ST Thame eToken
: Type eToken PRO
- Model Tokan PS4 F4.2.5.4
P Product ID DxO514
: Frmware version 4.2.5.4[0x8514)
eoken [AKST-.. £ 1 Cannjos version Carda5/M4.01 (C) Siamans 4G 1994-2001
User Presant
Administrakor Not presert
oToken ID Oxctele9614
smartcard 10 2620bF 112914
Total mesnory capacity 12768 bytes
Largest Free blodk 27265 bytes
Color Bs
FIPS mode off
1024-bit RSA keys count s
+ { User login Falkures denic 15tmes
¢ | roader name ks fih 0




B How to import Digital Cerlificate in e Token?

® Type default password, new password and confirm How fo import Digital Certifcate in 676
password . Click OK. :

o Insert the eToken in the USB port of the computer.
Click Start > programs> eToken> eToken properties
Click on Advanced Type eToken password. Click OK

T Propeelnes

|
t Click on Certificates & Keys

eToken (PROT -

w g O
e sowr [ Ther]
LocatWackinb. 1. s v - i
! ~—_' Nae eToken )
PN Type aTaken RO
! ieToken [AKS K., Model Tokan POS14 F4.2.5.4
Product ID Ox0514
Frmware yerson 4.2.5.4 [0xE514]
CARDIOS version CardOSM.01 () Saamens AG 1994-2001
User Prasent
; Administrator Not present
- e pm — i i eToken D Ox4B5d5514
47 User login falres it : Smertcard ID 24b3ci 040012
1 Reader nome Total memory capaty 32764 bytes
Lamgest Free biock 24936 bytes
Cobor Red
FIPS mode oFf
1024-tt RSA hays counl 5
I bear lnvin Fah ac limee 15 Hmae _’1
© Password has successfully changed. (2] Click on Import Certificate

D token Propertiee

............ END OF PROCESS y e '

E eToken [PRO}
- Dl | Soktingn  Coroater & ke .
tiocalMackion 1 Sotnge |
{“N::':.’_T:i‘__“
‘wExchange kay <EntrustDefaukTestContainer> ——"—‘——J
1’; \‘:' REntrust Ready User hmt!ﬂd\-\
ontsiner > ot 3

Sigr
CwExchange hay <EntrustReady30205679>

Version V3 Py
Serlalrumber 548055 ch 54 83 03 be 48 61 d7 7067 b7 ic

Signakure sigark... OIWSEC_shatRSASKn

Tssuer Entrust Ready Usar

vaktfrom & Sundey, apr 23, 2006 09:30:32

vakito Manday, Apell 23, 2007 15:39:32

Subject Entrust Ready User _'J

v |t |




O O port Digita 2 ale e 10Ke

© Select Import certificate from the file and click OK.

2 ctoken Propertics

Tmport CA Chak. |
et as Def it
ety Preketion, l
By !

PS
b7 1c

Signature algork... OIWSEC_shaiRSASIgn

Tssuer Entrust Ready User

vaidfrom 3 sunday, Apr 23, 2006 05:39:32

vaidto Monday, Aprit 23, 2007 15:39:32

Subject Entrust Ready User )i
““ iy

2% e Tolen Prasprertives

eToken :

|9 acvorced G3)] nions O Rabosn - Tk v
st
PR CING-FlasheSilent _Jrstal  £vw_gR
t‘ ——— {Ronen_Nai Edtest_Sign.pix -
' » 3 silentrte i
| Yc:an s o et
€ 2
beion l
—_— o
e
i ﬂ
Fiem o tpom: - {PKCS #12 Fles [ pix; “p12) [ Lancel
| | Ao |
paan [dto ey, Aprl 23, 2007 15:99:32
Subject Entrust Ready User =
Tmpert Cortificate... Mors. Refresh
it

ow (o import Digital Ce ate 2 [Oke

© Type the password. Click OK

= eToken Propertics

B Uit ate Tnport

’ } oolete.. |
fnmm,&nmmwtwwwu

\._' d. Type the possword far the privat key. Jtmport CA chakn.:
oToken [AKS ... : e T 5’”"“?”2&5_.1
hn Fasond; | Ky Pyofictior. ‘

r—'“—j Caivsl ' B ey l

p
Serlal rmber 5480 55 cb 54 63 00 bo 48 81 47 70 6b €7 b7 Lc

Signatura aigork.... OIWSEC_shalRSASKn

Issuer Entrust Ready User

vaidfrom [3  Sunday, apri 23, 2006 09:39:32

vald to Monday, Apri 23, 2007 15:39:32

Subject Entrust Ready Liser §.d]

@ Click Yes

MCAM...‘ ]
it 42 Cfen ]
o oot ’)’
AL Key '

v3 )
54 80 55 cb 54 83 03 be 48 81 d7 70 6b ¢7 b7 1c j ¢
p.i|

.. OIWSEC_shalRS5ASign

Entrust Ready User

Sunday, April 23, 2006 09:39:32
Manday, Aprk 23, 2007 15:39:32
Entrust Ready User




8 How to import Digital Certificate in eToken?

@ A Security Warning will appear, click Yes

= eTaken Biaperties

& ' MﬁMMW!WMQWMMMMM
wn

‘Windows tanpok valkdate thet the mmmwf mmmumnmw
T Folowtg roivbar Wit aseist mnum .

Miambprnt (hat): HSAI (DNINE €A nmm

!mﬁwm

‘iwﬂmm'\tumumm,mummmwm briieca indms
“eanigun baek
00 yous ik L0 ol Vg coricate? RS T :

z l valdto Monday, April 23, 2007 15:39:32

Subject Enrust Ready User

© Click OK

Setoken Progestios

eTo‘Tten

§ A Cha,
Set 35 DErs i . -
Py Profestin.

‘ ‘ : m | e |}

“‘“ . - - i
Version V3 a
Serial number 1565 7a 08 00 01 00 00 0d d9 #
Signature algork... RSA_SHAIRSA
Issuer InfofPelock.com, LS, YA, McLean, Frontier Technologies ...

] vard from Monday, Apri 10, 2006 7:49:58 AM

- 5 Yakdto Friday, March 30, 2007 7:27:22 AM
‘, Subject support@elock,com, US, V4, MeLoan, Frontier Technologl... _J
N ! o 5 & !

The import was successful. )
............ END OF PROCESS

Your Certification Key Storage ]

B Web Sign On

Web Sign On with BooSearch ToolBar

BooSearchs
j @2 «[ v] Boossarch ||sToken wso A1 lisave BOrgancze

Securely store and manage all web login credentials
with a single eToken password. eToken WSO enables
easy, convenient and secure storage of all of your
users’ web logon and access credentials directly from
a web page.

It stores all necessary logon information including
passwords, PIN numbers, account numbers, credit
card details, telephone numbers, URLs, expiration
dates and account notes.

eToken WSO gives users instant access to all their
Internet web accounts by recognizing the saved page
and automatically filling it out upon presentation of their
simple eToken password.

B

i

L L
2 1

Your Secure Data Storage ]

[ Your Online Subscription
redentials

[ Your Web Mail Passwords

Your Secure Key Generator ]

Your Online Form Filler]

Your Secure Key Storage ] [ Your Extranet & Intranet Access

[ Your Corporate Web Banking
Passwords




B Web Sign On | | : B Web Sign On

Features of Web Sign On How to install Web Sign On? i
@ 100 % Spyware Free o No Backdoors 0 Open eToken folder from the CD & double click on WSO_1_4
Click Next
® 100 % Malware Free ® No Tracking Codes ‘ DT .
. ‘ Welcome to the eToken Web Sign O
® 100 % Adware Free ® No Zombie Codes eTh o'f<e n 4 nstalation Wizara | o onon
Beneflts Of web SIgn on 'i’m The Setup Wizard will install eT oken web Sign On 1.4 on
your computer,
o Enables users to access multiple web l Web Sign On ik Newt 1 conti o Cancel o e the Setup Waerd

accounts using a single eToken

Requires no changes to the web application

N

Manages multiple logon IDs and passwords

Allows users to take their passwords with them @  Selectl accept the license agreement and click Next
Wherever they go & e Token Web Sign Ui 1§ Setup R : ;jww : |C1L;g4
y ags End-User License Agreement i .
Protects the user’s sensitive data and personal Plaasa read th folowing lcense agisement carefuly eloken ws8i
. . For ey te 2esaity VY
information
ALADDIN KNOWLEDGE SYSTEMS LTD. E|

¢TOKEN ENTERPRISE END USER LICENSE AGREEMENT

IMPORTANT INFORMATION - PLEASE READ THIS AGREEMENT
CAREFULLY BEFORE OPENING THE PACKAGE AND/OR USING
! THE CONTENTS THEREOF AND/OR BEFORE DOWNLOADING OR

£ Enables a variety of other security services

B0 EE

Web Sign On can be downloaded from our website, using the INSTALLING THE SOFTWARE PROGRAM. ALL ORDERS FOR AND
" . dd . USE OF THE eTOKEN ENTERPRISE PRODUCTS (including without
fo owing address . llimitation, libraries, utilities, diskettes, CD-ROM, eToken™ keys and the
accompanying techmeal doc ion) (hereinafter "Product”) SUPPLIED =
http://www.boosearch.com/BooSearch_Tool_bar_with_eToken_ @ [ e onvas g
p - —— '
Web_Sign_on.aspx €7 oot acopt e foanse agraasent

Bt | <pock [ oo ] concst_|

or hitp://www.6URL.com/0YE4




& Web Sign On

Ready to Install the Application
Click Next to begin instaliation.

© Click Next

i eToken Web Sign On L4 Setup

Palait.s

eToT(éﬁ

Please clici Next to begininatalintion.

n
oy Kew to eSecurity m

Altintemet Explorer and Windows:E xplomr Windows must be
closed bafore eT oken Web Sign On instaliation can procoesd.

Do you wish to tiose' dl opened windows?

Click Yes to closs all windows and continue instaflation:
Click; No to abort instaliation

B8 Web Sign On

1.2 e Token Web Sign On 1,4 Setup

eToken Web Sign On 1.4
has been successfully installed.

Click the Finish button to exit this installation.

Web Sign On

__m Cansel '

@ Aniternet explorer will open with installed WSO in toolbar

gt 3¢ S o St €010 T - S iR

% Cangeatulation!
| Bounawin Tecmar s nataied dors ah €1 oken Web Bion oo . '




B Web Sign On

B Web Sign On

Saving your personal credentials on yod
@ Insert your eToken into the USB port.

@ Browse to a password protected website.

Enter your username and password for the web site.

Click the relevant submit/login button.

Username:ltestuger

PaSSWOYdiltnoonn

[ Remember me on this
computer.

Sign in

| cannat access my accournt

© The dialog box opens automatically.
Click Yes

eToken WSO - Automatic Save

= 1 Would you ke to save the login form on ¥
B ‘page on your eToken?

“Yes o} ‘
N

I~ Don't ask me to save a form again

(4] The eToken WSO — Save Profile dialog box opens. The

profile Name and full URL are displayed.Click OK to save
the profile (or Advanced to view advanced settings and
then OK

eToken WSO - Save Profile o B x|
el oken WSD wil save this new piofile to your profiles kst.

T~ Don show this window again

© The eToken WSO — Login to eToken dialog box opens.
Enter your personal eToken password and click OK

eToken W50 - Login to eToken

Enter eToken password to save profie

sToke:  [oToen =]

eToken password: laxmn -----
I ok | cancsl l

NOfE:’YQu can sto‘r‘é mény prbﬂtés for mfferem websites onone
eToken. You can also store several different profiles for the same
website but for different accounts on the same eToken. =




‘B Web Sign On . l‘ : B Initialize e Token using RTE 3.65

How do | initialize the eToken us

@ Insert your eToken into the USB port. The eToken Initialization feature restores an eToken PRO/NG-
OTP or Smartcard to its initial state. It also enables the
initialization of multiple eTokens and sets the initial eToken
configuration, including: -

Using WSO to log on to a password pr

® Click Organize. Select your web address or type web
address directly into address bar of browser

:
mnm stz

R ey T

User password

°
® Administrator password (optional).

® Retry counters (for user and administrator passwords)
°

°

Initialization key
FIPS ornon-FIPS mode

NOTE: The eToken Initialization feature is designed for use
©® The eToken WSO - Login to eToken dialog box opens. withthe eToken PRO, eToken NG-OTP and smartcards.

Enter your personal eToken password and click OK > o
Click Start. Select Run

eToken WSO - Login to eToken

Enter eTokan pmmtd te save profile
eToken: l eToken 3

eTOken paw¢ lx:xxx:ux;:x
I 0K I Cancel '

® Your personal credentials are automatically filled in the login
screen,

Opans a pragram, folder, dacument, or Web sits,

| ommpeiets |

............ END OF PROCESS

K> - —




B Initialize eToken using RTE 3.65

@ Type regedit into open box and click OK

@ fv”“'émdwm,mg,mm.m

eTProperties

In the right pane,Right click on Advanced and select Modify.

@ Navigate to and select the following key:
HKEY_LOCAL_MACHINE\SOFTWARE\Aladdin\eToken\

Fla: Edr Vw Favortes Hel

i 28 My Computer =}
15 {1 HKEV_CLASSES_ROOT
855 HKEY_OURRENT USER

300 HKEY_LOCAL_MACHINE o

© 3 HARDWARE
i) SAM
{23 sEQURITY

i E(Z) SOFTWARE

* L] Adobe
1 ) Ahead
£ Aladdn
© () eToken
{ w3 AppVimwer

W40 CachecCertiicates
Q] Core

|
|

123 eTCentore
:- 0 eTFormat
423 sTProparties
“ Q) GINA
i ) 550 Clent
; i) S50 Tampiats Manager
- w0 Andeg Devies
: | ®-ud) Andrea Electronks
¢ i cozfsy

15 23 Classes :
{1 8- Chenks H

Pk e et

S Tvpa

.ok

(Deaf ault) REG_SZ

S o

0x0a00001F (31)
OxfFAFFFAF (42949672

B Initialize e Token using RTE 3.65

o

©0

Select Decimal from Edit DWORD value dialog box and
type 31 into the field & click OK

i e o D
S (Defaut) REG_SZ

| advanced REG_DWORD Ox0000001F (31)
‘rean REG_OWORD OxFREAETfE (42949872

[Fa SR o Pkl Vi |

o {54 HKEY_CLASSES_ROOT
-3 HKEY_CURRENT_USER
= 3 HES JOCALMAGTNE

i 7 i eToken
{ud Apptiewer
-2 CachedCertificabes
322 Core
& eTCart
i3 eTConStare
T4 e TFormat
474 eTProperties
23 GIna
(i 550 Clert

3 S50 Template Manager
& (77 Analog Devices
F {3 andrea Eledironics
iy ) COMSY

Close the Registry Editor

insert the eToken in the USB port of the computer.
Click Start > programs> eToken> eToken properties

Dok rafax P (OAF) ¥

» Gkt eToken Applcation Viewer
S W [GF oToken Cerbfcate Comverter
¥ Wik Posinad,
£ oToken Password Quaity




Rovamiatoins. | ook ton.

eToken
eToken PRO

Token PO514 F4.2.5.4
Praduct ID ox0514
Firmaare version 4.2.5.4[BS14]
CARD/O5 version CardOSiM4.01 (C) Sismans AG 1954-2001
User Present
Administe ator Present
sTckan ID D24c5FF3te
Smartcard ID 26211901 Of Oe
{ Totel memory capacity R768 bytes
Largast free block 27258 bytes
Color Blue
FIPS mode Off
1024-bt RSA kays count s
Usar login Falures iimit 15 tmes
Administrater logn Falures im 15 times
Reader name AKS Ifdh 0

® Click on Parameters from eToken Initialization dialog box.

SeToken Prapstiey B

eloken
M advorced () 1vsiligion £ rotes 3310
Td%en [PROT

‘ To oot ch e oo st

S T o dicention ini
gy oy e ion

(9] “Type user password and administrator password and
click OK

Tarawerconyx==zkl

LR X~

£ ot ik paoenad 1o mrabim vicsheization I 81 oken
1 s pravicusly inakaet B FIPS mode.

%l“t}uhmut f ’

Q@ Click Intialization tab again & click Start button.

teToken (AKSF...

@A
To'vliaker ¢Toker please fokow these stepy.
ad

i Slep 1 To set the intialkziation paamaters,
click Paramatens.

81 1 intalaatior:
G S L




VRN Al ik ko W 0 & soe d 1 Tl
i e rainitialead sccneding o the soactiad paramatacs..
o war sckon nmiskeation, SOCOK. To qil; cick CANCEL,

® Intialization progress wili start.

eTokeny

aTokan PRO

Token POSE4 F4.2.5,4
Sl

1024-bit RSA koys count s

Uoer login Failures ik 15 tmes
Administrator login Faluees Wik 15 brmes
Reaxder narme ks #dh 0

———————

® Click OK

B Initialize e Token using RTE 3.65

e Token [AKS I

BT
g

y The eToken wis cesstuly iitiaked.

=l

G 1994-2001

Smertcard ID

Total memory capacky

Largest Fras block

Colos

FIPS mode

1024-bit RSA keys count
User login Falires Wmk

Reader nams

------- . END OF PROCESS

26 21 15 01 OF 0
32768 tytes
27258 trytes
e

Off
5
15 tivwes.

Adminisizakr login failures ik 1S tmes

AKS ¥ah 0

® The eToken was successfully initialized.




@- Select ‘| accept the license agreement & click Next

klnkn 0t |I|l|t s ZULcenss Aarer’mbnl

End-User License Agreement e
Plaase read the following kcenss agreement carefully’

To format eToken you need to install eToken utilities 2.0.

eToken Utilities 2.0 can be downloaded from our website,
using the following address :

ALADDIN KNOWLEDGE SYSTEMS L1D.
DEVELOPER'S LICENSE AGREEMENT

TANT INFORMATIDN - PLEASE READ THIS AGREEMENT

EFLLLY BEFORE OPENING THE PACKAGE ANDfOR USING THE

http://www.isecurity.info/downloadSoft/downloadfiles/utilities.

msi
- |CONTENTS THEREOF ANDJOR BEFORE DOWNLOADING OR INSTALLING
) ' |THE SOFTWARE PROGRAM ALL ORDERS FOR AND USE OF THE ETOKEN
or http://www.6URL.com/0YC3 OOUCTS (inchuding without imitation, the Developer’s Kit, ibraries,

fities, diskettes, CD_ROM, eTokerv® keys and the Developer’s Gudes)
or alternatively you can order for the CD. £ 5 s the bt Lidias A ‘ .

TM format can Vba done with 32K eToken and. £ 1ok acéup the e s e Lcance Apesmt
L TS | ]|

o Open eToken folder from the CD & double click on
Utilities. Click Next

" cToken tbihties 2.00 Setup

¥ ©® Choose Complete

Welcome to the eToken
Utilites 2.00 Setup Wizard

The Setup Wizard will install eToken Utiities 2.00 on your
computer. Okd versions of this product wil be automatically
removed. Chck Next to continue or Cancel to exit the Setup
Wizard,

<« Dotk I Cancel i




B How fo format e Token?

8 How to format eToken?

@O Click Next

-
{ 7 e token Hhhies 700 Selup

Ready to Install
Ready to begin the Complate installation

thmumlmm

L <tok § weat ] cova |

@ eToken utilities has been successfully installed.

[?

loken ttidities 2,00 Setup

eTOte n Completing the eToken

Utilities 2.00 Setup Wizard

Click Finish to exit the Setup Wizard.

Insert the eToken in the USB port of the computer.

@ Click Start > programs> eToken> eToken properties
Click on Certificates & Keys

s R ) e wrimsicon
@ ) e >y o »
) Gl T b @ eToken Acpicatin Yewor

M STERTICONT o it Metork At ¥ (57 oToken Cortficatn Converter
e Y Hiroscft 5L Seiver

@ i Mi‘a g ¥ $Y eloten Password Qualty

‘@mm 5 Jene ¥584. olokmt ropertes

L

@ A warning will appear, click OK

g oo Stk i B x4
[ Devica/asder res .| Daice Tipe. { [ Pwogess 1

€ AR5 tch0 Token PRO CaredS/M4.. 4254

@ Select the eToken which you want to format and
Click on code selected eTokens.

Qn-luhn?wnm N : x

Dinice Ty e s T Proae I
oToken PAD Card05MA.. 4284

Formal Type. [G onarc o1 oken PRO 054 ~] - sePanoiei |
- L f Kdotoe | s | oew |
L Uwak D5 aTckéos et

s




B How to format eToken? :

-

@ The format process will take place.

i p Sty T
Heasino ol cken PRO Card0SM4... 4254 70% Crenting ASA nbryy..

e e mm o b o -

Fonet Tyoe "mqfdm T8 e ; o

eToken PAO Card0S/M4... 4254

HETITITT Chgwineshabd. Ve con it oo Gaied o Tl G etk e aT i “'&”ﬁg"’“ﬂm a @""’“"”""‘

‘e e auphcarin Wikl M 16 o ks, &

. E=vawm

Fomat Type: I‘L‘mummm%abl " ~| i M««.!
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